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Rationale:  
At Pensford, we understand the responsibility to educate our pupils on e-Safety issues.  This 
means teaching them the appropriate behaviour and critical thinking skills to enable them 
to remain both safe and legal when using the internet and related technologies, in and 
beyond the context of the classroom.  
The e-Safety policy relates to other policies including those for ICT, behaviour and child 
protection. The e-Safety Coordinator is the headteacher, who is also the Designated 
Safeguarding Lead (DSL).  
 
Aims:  
 

 to provide pupils with quality Internet access as part of their learning experience;  

 to protect pupils from age-inappropriate and illegal content; 

 to teach pupils how to keep themselves safe when using the internet with their own 
devices away from school;  

 
Guidelines: 
  
SECTION 1: PUPILS AND PARENTS  
A. The Internet as an Educational Tool  
 

 Internet access will be planned to enrich and extend learning activities. 

 Access is filtered by the local authority IT service and Smooth IT.  This reduces, but 
does not eliminate the risk of pupils coming across inappropriate content.  

 Pupils will always have an adult present when accessing the internet. 

 Pupils will be taught what internet access is appropriate and what is not, and will be 
given clear objectives for their internet use. 

 Pupils will be taught to alert the adult if they think they may have come across 
unsuitable content. 

 Pupils will be educated in the effective use of internet research, including the skills 
of knowledge location, retrieval and evaluation as appropriate to their age and the 
content of the National Curriculum 2014. 

 Pupils will be taught to be critically aware of the materials they read and shown how 
to validate information before accepting its accuracy.  

 
B. E-mail and Mobile Phones  
 

 Pupils are not permitted to use email.  

 Mobile phones are not permitted in school.  
 
C. Social Networking and Personal Publishing  
 

 The school will block/filter access to social networking sites.  

 However, staff will have access through the use of a staff proxy to such sites in order 
to maintain the school’s online presence in social media.  When staff use their staff 
proxy, they must seek approval from the headteacher to do so beforehand. 

 When the headteacher uses the staff proxy, he should inform the office of the 
purpose. 

https://www.gov.uk/government/uploads/system/uploads/attachment_data/file/239033/PRIMARY_national_curriculum_-_Computing.pdf


 

 

 All staff must ensure that they log out of the staff proxy once they have completed 
the necessary task. 

 Pupils and parents will be advised that the use of social network spaces outside 
school is inappropriate for primary aged pupils.  

 
D. Introducing e-Safety to Pupils  
 

 E-Safety rules will be posted in all networked rooms with Internet access and 
discussed with the pupils at the start of each term.  

 Pupils will be informed that network and Internet use is monitored. 
 Older pupils (Upper Key Stage 2) will be taught about how to keep themselves safe 

online outside of the filtered school environment as part of the PSHE and computing 
curriculums. 

 
E. School Website  
 

 The point of contact on the school website should be the school address, school e-
mail and telephone number. Staff or pupils’ home information will not be published.  

 Website photographs that include pupils will be selected carefully and will not 
include pupils who do not have permission to appear on the website or in 
publications.  

 Pupils’ full names will not be used anywhere on the website.  

 The headteacher or nominee will take overall editorial responsibility and ensure 
that contact is accurate and appropriate.  

 
F. Enlisting Parents’ Support  
 

 Parents’ attention will be drawn to the school e-Safety Policy in newsletters and in 
the parents’ section of the school website.  

 The information for parents will include a list of e-Safety resources for 
parents/carers and an open opportunity to speak to the DSL (Mr Warrick Barton) if 
they have any concerns about e-safety. 

 Parents will be asked to sign and return an ‘acceptable use’ consent form for internet 
use 

 



 

 

SECTION 2: STAFF, GOVERNORS and VISITORS  
A. Authorising Internet Access  

 All staff must read and sign the ‘Acceptable Use Agreement: Staff, Governors and 
Visitors’ before using any school ICT resource.  

 The school will keep a record of all staff and pupils who are granted Internet access. 
The record will be kept up-to-date, for instance, a member of staff may leave or a 
pupils’ access be withdrawn.  

 Personal data will be recorded, processed, transferred and made available according 
to the Data Protection Act 1998.  

 
B. Staff and the e-Safety Policy  

 All staff will be given the school e-Safety Policy and its importance explained.  

 Staff should be aware that Internet traffic can be monitored and traced to the 
individual user. Discretion and professional conduct is essential.  

 Staff training in safe and responsible Internet use and on the school e-Safety Policy 
will be provided as required.  

 The school will ensure that the use of the internet-derived materials by pupils and 
staff complies with copyright law.  

 
SECTION 3: RISKS and COMPLAINTS  
A. Assessing risks  

 The school will take all reasonable precautions to ensure that users only access 
appropriate material. However, due to the international scale and linked nature of 
Internet content, it is not possible to guarantee that unsuitable material will never 
appear on a school computer.  

 Neither the school nor B&NES/SWGFL can accept liability for the material accessed, 
or any consequences of Internet access.  

 The school will audit ICT provision to establish if the e-Safety Policy is adequate and 
that its implementation is effective.  

 The use of computer systems without permission or for inappropriate purposes 
could constitute a criminal offence under the Computer Misuse Act 1990.  

 Methods to identify, assess and minimise risks will be reviewed as and when 
required or a minimum of annually  

 
B. Handling e-Safety Complaints  

 Complaints of Internet misuse will be dealt with by a senior member of staff.  

 Any complaint about staff misuse must be referred to the Headteacher.  

 Complaints of a child protection nature must be dealt with in accordance with school 
child protection procedures.  

 Parents and pupils will be informed of the complaints procedure.  

 Pupils and parents will be informed of the consequences for pupils misusing the 
Internet.  

 
This policy takes into account the policies for: Child Protection, Positive Behaviour, ICT, Special 

Educational Needs, Equal Opportunities, Health and Safety, PSHE and Moral, Spiritual, Social 

and Cultural.  

Agreed: June 2014 Review date: June 2016  
 


